Abstract-Today network security has become an everyday problem with virtually all computers connected to the Internet. Intrusion detection serves the important function of identifying malicious activities and determining their nature, origin, and seriousness. Inspired by the many excellent characteristics of biological immune System (BIS), the network intrusion detection system (NIDS) which based on artificial immune system (AIS) has become one of the focus of the intelligent NIDS research and achieved many good results in the past studies. However, there are still many problems existed in traditional AIS-based NIDS, such as low detector generation efficiency, low detection true positive rate and high detection false positive rate, etc. Currently, the AIS-based NIDS mainly learn from the adaptive immune mechanism of BIS, but ignoring the rapid response and co-stimulatory mechanism of the innate immune of BIS, thus cause these problems discussed above. In this paper, we combine the innate and adaptive immune mechanisms in BIS and map them to AIS, and propose a novel multilayered immune network intrusion detection model (MINID) which based on pattern recognition receptor (PRR) theory. Theoretical analysis shows that the MINID model effectively integrates the misuse detection and anomaly detection technologies to quickly respond to known network intrusion attacks and discover unknown network intrusion attacks in network intrusion detection application.
I. INTRODUCTION
A BOUT 20 years ago in November 1988, the Morris worm spread through the Internet, taking down thousands of computers [1] . 20 years later, in November 2008, the Conficker worm spotted and quickly became one of the most notorious worms in the history. The Conficker worm owned the worlds largest cloud network that the Conficker worm controls 6.4 million computer systems in 230 countries at 230 top level domains globally [2] . Network security was understandably not one of the high priority concerns of the Internet designers 20 years ago, but the consequences of an open public Internet are now apparent.
Today network security has become an everyday problem with virtually all computers connected to the Internet. The average Internet user must be constantly vigilant against a number of network threats such as virus, spam, worms, Trojans, bots, spyware, and phishing. Intrusion detection system (IDS) has been a critical component of network security since the 1980s. Intrusion detection serves the important function of identifying malicious activities and determining their nature, origin, and seriousness.
Currently, there are two general categories of intrusion detection technologies -anomaly detection and misuse detection [3] . Anomaly detection identifies activities that vary from established patterns for users, or groups of users. Anomaly detection typically involves the creation of knowledge bases that contain the profiles of the monitored activities. Misuse detection is the process of attempting to identify instances of network attacks by comparing current activity against the attack signatures of an attacker. Most current approaches to misuse detection involve the use of rule-based expert systems to identify indications of known attacks. Essentially, the IDS looks for a specific attack that has already been documented. Like a virus detection system, misuse detection software is only as good as the database of attack signatures that it uses to compare packets against. While anomaly detection typically utilizes threshold monitoring to indicate when a certain established metric has been reached, misuse detection techniques frequently utilize a rule-based approach. However, anomaly detection is less efficient in identifying known attacks, misuse detection is less successful in identifying attacks which vary from expected patterns.
Biological immune system (BIS) has many excellent characteristics, such as diversity, tolerance, memory, distribution, adaptability, robustness, etc., and be able to resist constantly changing pathogens in a distributed and resource-constrained environment. Inspired by the many excellent characteristics of BIS, more and more computer security researchers integrate biological immune mechanism into the network intrusion detection technologies [4] - [7] , the network intrusion detection system (NIDS) which based on artificial immune system (AIS) has become one of the focus of the intelligent NIDS research and achieved many good results in the past studies. The problems faced by NIDS and BIS are highly similar. Both of them are required to ensure the health of the system and to maintain the stability of the system in a changing environment. Specifically, NIDS and BIS having the following three similarities. Table I shows the comparative relationship of NIDS and BIS.
1) The task of NIDS and BIS is similar. The main task of NIDS is able to timely and accurate detect the intrusion attacks within the system or from network, and to take appropriate defensive measurements, but not do any interventions to the normal behaviors within the system or from network. The main function of BIS is to distinguish between self antigen and non-self antigen cells, and to eliminate harmful non-self antigen cells, but to self tolerant with self antigen cells, thus ensuring the normal and orderly work of biological organisms.
2) The living environment of NIDS and BIS is similar.
NIDS being existed in a complex and changing environment of Internet network, there is a wide range of computer viruses, worms, trojan horses, and a variety of intrusions, and faced with all kinds of ever-changing invasion means, various levels of poor software vulnerabilities as well as attacks against these vulnerabilities. The BIS is also existed in a complex and changing biological world surround with a variety of evolving pathogens within itself or from outside.
3) The main defense methods used by NIDS and BIS is similar. Misuse detection and anomaly detection are the main detection methods of current NIDS. There are two main biological pathogen defense mechanisms in BIS. One method is the use of antigen presenting cells to eradication of harmful pathogens in the innate immune system according to the pathogen associated molecular patterns (such as inflammation, fever, etc.). Another method is the use of T-cell antibodies which are self-tolerated from self antigens' negative selection process in the adaptive immune system to clear the non-self antigens. The NIDS which based on artificial immune system (AIS) maps the biological self-tolerance and cell clonal expansion mechanisms to the network intrusion detection research. Forrest first introduced the biological immune mechanism to network intrusion detection research. She proposed the negative selection algorithm (NSA) which simulates the lymphocytes' self-tolerance process in 1994, and applied to computer virus detection [8] . This pioneering research has greatly promoted the study of AIS. Hofmeyr further proposed the AIS model "ARTIS" based on NSA and applied to network intrusion detection [9] . Forrest and Hofmeyr laid a good basis of AIS research, after this, a large number of domestic and foreign researchers launched a sustained and in-depth studies of the theories and methods of the AIS and the AIS-based intrusion detection technology. Dasgupta applied NSA to fault detection and achieved better results [10] . Gonzalez first proposed real-valued negative selection algorithm to generate detectors [11] . Ji further proposed real-valued negative selection algorithm with variable-size detectors [12] , [13] . Stibor verified the validity of the negative selection algorithm in the computer virus and network intrusion detection applications [14] . Williams studied a distributed computer immune system CDIS [15] . Aickelin applied danger theory to network intrusion detection application [16] , [17] . Twycross put forward the Libtissue framework which integrated innate and adaptive artificial immune systems and applied to process anomaly detection [5] , [18] . Greensmith proposed the DCA algorithm in combination of the innate immune and applied to the detection of network scanning, computer viruses, Torjan horses and network worms [19] , [20] .
The research of network intrusion detection based on AIS is still in constant development. Many researchers have proposed a variety of intrusion detection algorithms, technologies and models which based on AIS, and applied to computer virus detection, network intrusion detection, spam filtering, fault detection and other fields. However, there are still many problems to be solved:
• The AIS-based NIDS mainly using traditional lowefficient NSA to generate detectors. The inefficiency problem of NSA was discussed in refs. [21] , the probability of candidate detectors to matured by passing the negative selection process is P = (1 − P m ) Ns , where P m is the match probability of candidate detector and antigen, N s is the training set size; thus with the increase of N s , P will tend to be 0 ultimately; moreover,
Ns candidate detectors are needed to reach the given failure probability P f ≈ e −Pm·N d , which means that the count of candidate detectors N 0 is exponentially related to the count of training set N s , and the time complexity
. The extreme low detector generation efficiency limited the application of NSA [14] , [21] .
• The AIS-based NIDS exist the shortcoming of high false positive detection rate. The mathematical verification of it. As indicated in refs. [22] , the traditional NSAs inherited from the BIS that the self antigens and detectors keep relatively stable, thus these NSAs use a statically definition of the antigens and detectors. However, the normal and abnormal state constantly changes in the actual network intrusion detection applications, and these traditional NSAs did not consider the detectors' dynamic update, thus resulting in a high false positive rate of these NSAs. The false positive rate of traditional NSAs is
where |D| is the number of detectors and P m is the match probability of candidate detector and antigen. P m = (l−r)·2 r /3 in the string represented NSAs [8] and
in the real-valued NSAs [13] , where P m is a constant when string length l, matching bits r, data dimensions d and detector radius r are determined.
• The NIDS which based on danger theory, TLR and DCA algorithms which inspired from innate immune system is still difficult to achieve satisfactory detection rate. The detection rate of DCA is mainly determined by the signal processing equation Output = ( [17] , [19] , where P n , D n and S n are the input signal value of category PAMP (P ), danger (D), and safe (S) for all signals (n), P w , D w and S w are the related weights of category PAMP (P ), danger (D), and safe (S) for all signals (n), and I represents the inflammation signal.
The defects of the current AIS-based intrusion detection algorithms, technologies and models greatly hinder the development of the AIS-based network intrusion detection technologies. Forrest and Timmis have pointed out that the lack of metaphors for some key biological immune mechanism is the main cause of these poor performance algorithms and models [23] , [24] . Therefore, it is an important theoretical and applied research issue that the further extract effective immune mechanism from BIS to build and/or improve novel AIS-based network intrusion detection algorithms and models.
The theory of pattern recognition receptors (PRR) is an important theory that connect the innate and adaptive immune mechanism in BIS [25] . The validation of the PRR theory obtained the 2011 Nobel Prize in Physiology or Medicine [26] . Currently, the AIS-based NIDS mainly learn from the adaptive immune mechanism of BIS, but ignoring the rapid response and co-stimulatory mechanism of the innate immune of BIS, thus cause these problems discussed above.
In this paper, we combine the innate and adaptive immune mechanisms in BIS and map them to AIS, and propose a novel multi-layered immune defense architecture based on PRR theory, and build an intelligent, distributed and multi-layered network intrusion detection model to solve and/or improve the current AIS-based intrusion detection technologies.
The rest of this paper is organized as follows. In section 2 we discuss some design principles of AISbased NIDS. In section 3 we propose the multi-layered immune network intrusion detection model (MINID). The conclusions are given in section 4.
II. DESIGN PRINCIPLES OF MINID MODEL
Stepney et al. proposed a conceptual framework based on bio-inspired, and discussed some important features of the conceptual framework, such openness, diversity, interaction, structure, scalability, and etc. [27] . De Castro et al. proposed a general AIS framework based on the adaptive immune system in BIS [28] . Based on the characteristics of the adaptive immune system, Knight et al. put forward 6 design principles for AIS, which mainly focus on the instantiation problem of idiotypic immune network [29] . Based on comprehensive synthesize of previous studies, Twycross presented 9 design principles of the second generation artificial immune system which combined the innate immune with the adaptive immune system, and proposed the Libtissue system architecture [7] , [18] . As Forrest and Timmis have pointed out, the lack of metaphors for some key biological immune mechanism is the main cause of these poor performance algorithms and models [23] , [24] . The theory of pattern recognition receptors (PRR) is an important theory that connect the innate and adaptive immune mechanism in BIS [25] . The validation of the PRR theory obtained the 2011 Nobel Prize in Physiology or Medicine [26] .
In 1989, the famous immunologist Janeway first proposed the PRR theory [25] . In biology, the PRR model added additional layer of pathogen-associated molecular patterns (PAMP) to the self-nonself model [30] . The PRR model assumes that antigen presenting cell (APC) are quiescent until they are activated via encoded pattern recognition receptors that recognize conserved PAMPs.
Inspired by this metaphor, we put forward the multilayered immune defense model (MINID) which integrate innate and adaptive immune system based on the PRR theory, and applied to process network intrusion detection. The AIS-based network intrusion detection model mainly include these 4 below steps.
1) The description of the application fields. Determination of all the elements of the detection system according to the application problems to be solved.
2) The choice of the immune principles. Selection of the appropriate immune mechanisms which can be applied to the detection system according to the problem description.
3) The construction of the artificial immune system.
Design or modification of the original algorithm, process and model according to the immune principles, and applied these principles to construct the AIS-based detection system. 4) The feedback of the artificial immune system. The feedback of the detection system can further improve its performance.
III. THE MULTI-LAYERED IMMUNE NETWORK INTRUSION DETECTION MODEL: (MINID)
In order to overcome the shortcomings of the current AIS-based NIDS, we propose a novel multi-layered immune network intrusion detection model based on the PRR theory. The MINID model consists of three layers: the innate immune layer, the adaptive immune layer and the detectors' response layer. As shown as the Figure 4 , in the MINID model, the innate immune layer can rapidly capture the known network intrusions, and the adaptive immune layer can dynamically identify the unknown network anomaly by adaptive learning, as well as the dynamic detection and feedback mechanism of the detectors' response layer, so as to achieve accurately capture all kinds of network intrusion attacks.
1) The innate immune layer. Similar to the antigen presenting cells' recognition of pathogen-associated molecular patterns, we use data clustering technology to generate the feature detector and the APC detector to effectively identify network known intrusion attacks based on intrusion signature database.
Since the APC detector is generated through the data clustering of self antigen training set, which can be effectively co-stimulate the detection process of the T-cell detector in the adaptive immune layer, thus the detection false positive rate of the detection system can be effectively reduced.
2) The adaptive immune layer. Inspired by the the antigen-specific immune response mechanism of T-cells in the BIS, we design the dual negative selection algorithm (2NSA) to generate T-cell detectors to identify the network anomalies which does not recognized by the feature detectors and the APC detectors in the innate immune layer. In the MINID model, the 2NSA avoids the unnecessary and time-consuming self-tolerance process of candidate detector within the coverage of existing mature detectors by adding an additional detector set tolerance process, thus greatly reduces detector set size, and significantly improves detector generation efficiency.
3) The detectors' response layer. In the MINID model, the suspicious network packets are parallel detected by the APC detectors in the innate immune layer and the T-cell detectors in the adaptive immune layer. The feedback mechanism of the detectors' response layer to the innate immune layer further improve the detection efficiency and detection quality of the MINID model. In the MINID model, network intrusion detection is accomplished through the mutual cooperation of the innate immune layer and adaptive immune layer. The innate immune layer is used to identify a known network attacks, and the adaptive immune layer is used to identify unknown network intrusions. As shown as the Figure  5 , the innate immune layer, adaptive immunity layer, as well as detection response layer are interrelated and complemented as a whole. 
A. The innate immune layer
In BIS, the antigen presenting cells (APCs) initiate an immune response by the recognition of the pathogen-associated molecular patterns (PAMPs), such as macrophages (a kind of important APC) quickly respond to a large number of pathogens are identified. Inspired by this biological mechanism, the innate immune layer in the MINID model has the same purpose. In MINID model, based on the known network intrusions signature database, we generate the feature detectors to achieve the rapid response of the large number of known network attacks and intrusions. On the other hand, based on the self training set data clustering technique, we generate the APC detectors to co-simulate the adaptive immune layer and thus to avoid the high false positive problem of traditional negative selection algorithms (NSAs).
The innate immune layer is a kind of non-specific defense strategy, which does not require time-consuming self-tolerance process and thus have a rapid response ability. On the other hand, for the APC detector is the self data clustering results and thus can effectively avoid misidentification of self elements (that is the false positive problem existed NSAs). Specifically, the main function module of the innate immune layer are as follows.
• Antigen presenting module. The antigen presenting process is the data normalization process to generate the self antigen set based on normal data in the retrieved network connection data package.
• Feature detectors' generation module. The feature detector set generation process is the process to generate feature detectors based on the known network intrusion signature database, that is the misuse detection technology.
• APC detectors' generation module. The APC detector set generation process is the process to generate the APC detectors based on self antigen set data clustering, the complete cluster generation process of the APC detector is shown as the Figure 6 . 
B. The adaptive immune layer
In BIS, T cells' maturation process in the bone marrow is achieved through self-tolerance to eliminate selfreaction, and is based on the recognition of self/non-self to achieve the immune response to pathogens. Inspired this biological adaptive immune mechanism, the negative selection algorithm was firstly proposed by Forrest in 1994 [8] . It was designed by modeling the biological process in which T-cells mature in thymus through being censored against self cells. The Real-valued representation NSA (RNSA) [11] encodes antigens and antibodies using normalized real-valued range [0, 1], and affinity was calculated by the Minkowski distance function in unit hypercube of n−dimensional real-valued space [0, 1] n .
The RNSA with Variable-sized Detector algorithm (VDetector) was proposed in refs.
[12] [13] , in which the detector radius was dynamically determined by the nearest self margin. The V-Detector achieved better detection results than RNSA in simulation experiments. Both RNSA and V-Detector algorithm employed once negative selection process to eliminate the self-recognized invalid detectors by matching candidate detector with the whole self training set. In the negative selection process, it is only considered the relationship between candidate detector and training set but without any consideration of repetitive coverage of candidate detector with detector set, which bring about the unnecessary and time-consuming self-tolerance of the candidate detector which repetitive covered. Thus, the unnecessary and time-consuming selftolerance of these candidate detectors resulted in an excessive count of detectors and extremely lowered detector generation efficiency, and increased the computation time complexity of these NSAs. Stibor et al. [21] point out that the unacceptable high time cost of NSAs is caused by the inefficiency of the detector generation process, and which significantly limited the applications of AIS.
The dual negative selection algorithm (2NSA) is adopted in this paper, which includes two negative selection processes to generate detector set. The 1st negative selection process: the randomly generated candidate detector tolerates with detector set, and eliminated it when recognized by any mature detector. The successful tolerated candidate detector becomes semi-mature detector, whose center is located outside the coverage of existing detector set. The 2nd negative selection process: the semi-mature detector self-tolerates with the training set, and eliminated it when recognized by any self element. The successful tolerated semi-mature detector becomes mature detector and joins to the detector set. The 2NSA algorithm effectively avoids the unnecessary and timeconsuming self-tolerance of candidate detector whose center is located in the coverage of existing detector set, which greatly reduces detector set size, improves detector generation efficiency, and decreases time complexity of current RNSAs. The complete negative selection process of the 2NSA is shown as the Figure 7 .
The 1st negative selection process: every randomly generated candidate detector d new tolerates with mature detector set and becomes semi-mature detector when it does not match any existing mature detector. The candidate detector d new was randomly generated with center X (x 1 , x 2 the detector set and becomes a semi-mature detector
Otherwise, the candidate detector d new will be eliminated if it been recognized by any mature detector, and a new candidate detector d new will be randomly generated and the 1st negative selection process be restarted again.
The 2nd negative selection process: the semi-mature detector d semi tolerates with self set and becomes mature detector when it does not match any self element. 
Otherwise, the semi-mature detector d semi will be eliminated if it been recognized by any self element, and the 1st negative selection process will be restarted again.
C. The detectors' response layer
The detectors' response layer is the control and feedback center of entire MINID model. The detectors' generated in the innate and adaptive immune layer perform parallel and dynamic detection of the coming network data packages in the detectors' response layer, and provide the feedback to the innate and adaptive immune layer, as well as coordinate the various modules in the MINID model. In the MINID model, different kind of detectors are generated at different immune layer (the feature and APC detectors are generated in the innate immune layer, and the T-cell detectors are generated through negative selection algorithm in the adaptive immune layer), thus the detection of network data packages are performed in parallel and dynamic manner. The complete detection process of the detectors' response layer is shown as the Figure 8 . 
IV. THE CHARACTERISTIC OF THE MINID MODEL
The MINID model is a multi-layered immune defense network intrusion detection model which integrated innate and adaptive immune systems. Through the analysis of the model, we summary the MINID model has the following excellent features: hierarchy, rapid response, adaptability, distributivity and robustness.
A. Hierarchy
In the MINID model, the detector generation and the detection of the network suspicious packets are hierarchical. The innate immune layer is used to generate the feature detectors and the APC detectors, the adaptive immune layer is used to generate the T-cell detectors, as well as the detectors' response layer is used to the detection of network intrusions. The innate immunity layer has the capability of rapid response and can effective response to known network attacks according to the intrusion signature database. However, the innate immune layer does not have the adaptive learning ability, thus can not generate detectors to identify unknown network attacks and intrusions. The adaptive immune layer has adaptive learning ability to constantly evolve and adapt to the changes of network environment, and can effectively detect unknown attacks and network intrusions.
B. Rapid response
In the MINID model, the innate immunity layer can effective response to a large number of known network attacks and intrusions according to the network intrusion signature database. On the other hand, the feedback mechanism of the detectors' response layer can add the newly identified network intrusions to the network intrusion signature database.
C. Adaptability
Traditional signature-based intrusion detection methods does not have adaptability that they can only detect known attacks and intrusions, but unable to detect the unknown intrusions or the variant of known intrusions, which resulting in these systems with high false negative rate. In the MINID model, the adaptive immune layer has adaptive learning ability to constantly evolve and adapt to the changes of network environment by means of selftolerance, and thus can effectively detect unknown attacks and network intrusions. In addition, the mutual conversion between the memory detector and mature detector, as well as the dynamic updates of memory detector further improve the system's adaptability and reduce the false negative rate.
D. Distributivity
The distribution of the MINID model is primarily gained through the following three mechanisms: negative selection, co-stimulatory, and detectors' dynamic evolution. In the negative selection algorithm, the selftolerated T-cell detectors do not need to communicate with each other to achieve network intrusion detection (distributed detection). The co-stimulatory signal control the T-cell detectors' detection of network intrusions (distributed control). Detectors' replication, mutation and clear provide the resource allocation and control of the entire detection system (distributed evolution).
E. Robustness
Robustness is defined as "the ability of a system to resist change without adapting its initial stable configuration" [31] . The robustness of the MINID model is implemented in a distributed manner, every detector is independent and their interaction together to provide global protection. There is no control center to achieve the control of detectors, and any detector's failure will not affect the whole detection system.
V. CONCLUSIONS
The defects of the current AIS-based intrusion detection algorithms, technologies and models greatly hinder the development of the AIS-based network intrusion detection technologies. The lack of metaphors for some key biological immune mechanism is the main cause of these poor performance algorithms and models. The innate immune system co-stimulate the adaptive immune system to form organic whole immune protection mechanism in BIS.
The theory of pattern recognition receptors (PRR) is an important theory that connect the innate and adaptive immune mechanism in BIS. Based on PRR theory, the multi-layered immune network intrusion detection (MINID) model which integrate innate and adaptive immune system is proposed in this paper. We illustrate how the innate immune layer, adaptive immune layer and detectors' response layer defend the network intrusions in detail. Theoretical analysis shows that the MINID model effectively integrates the misuse detection and anomaly detection technologies to quickly respond to known network intrusion attacks and discover unknown network intrusion attacks in network intrusion detection application.
